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How do I download, compile and install the latest version of the Linux kernel on a Debian Linux
v8.x or Ubuntu Linux LTS home server or my laptop? How do I build and install a custom Linux
kernel on a Debian or Ubuntu Linux based system?

In order to create a custom kernel configuration file and build a custom kernel, the full Linux kernel
source tree must first be downloaded and installed. The latest Linux kernel stable version is 4.5. In
this tutorial, you will learn how to compile the Linux kernel version 4.5 on a Debian and
Ubuntu Linux operating system and build .deb file.

Why build a custom kernel?

Compiling a custom Linux kernel has its advantages and disadvantages. To change the kernel’s
behavior, one had to compile and then reboot into a new Linux. Most of the functionality in the
Linux kernel contained in modules that can be dynamically loaded and unloaded from the kernel as
necessary. Some benefits of a custom Linux kernel:

Support a wide range of hardware including the latest hardware.

Remove unwanted drivers from the kernel.

Faster boot time due to small kernel size.

Increased security due to additional or removed modules/drivers/features.
You will learn about the kernel and advanced usage.

Always run the cutting edge latest kernel.
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Lower memory usage.

Note: The following instructions were tested on both Debian Linux v8.x and Ubuntu Linux
v14.04.4 LTS.

Prerequisites

You need to install the following packages on a Debian or Ubuntu Linux to compiler the Linux
kernel:

 git : Fast, scalable, distributed revision control system. You can grab the latest source code
using the git command.
» fakeroot : Tool for simulating superuser privileges. Useful to build .deb files.
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* build-essential : Tools for building the Linux kernel such as GCC compiler and related tools
on a Debian or Ubuntu Linux based system.

* ncurses-dev : Developer’s libraries for ncurses. This is used by menuconfig while
configuring the kernel options.

* kernel-package : Utility for building Linux kernel related Debian packages.

» xz-utils : XZ-format compression utilities to decompress the Linux kernel tar ball.

* Disk space : 10 GB or more free disk space.

* Time : Kernel compilation may take quite a while, depending on the power of your
machine.

Install required packages

Open the terminal application. Type the following apt-get command to install the required packages
for building the Linux kernel:

$ sudo apt-get install git fakeroot build-essential ncurses-dev
Xz-utils libssl-dev bc

Sample outputs:

veryviinstance-1:~5 sudo apt-get install git fakeroot build-essential ncurses-dev xz-utils

Reading package lists... Dona

Building depandency trese

Reading state information... Done

Hote, selecting 'libnourses5-dev' instead of 'nourses-dev'

The following extra packages will be installed:
binutils bzipi cpp cpp-4.9 dpkg-devy g++ g++-4.9 goc geoo-4.9 git-man
libalgorithm-ci-perl libalgorithm-diff-perl libalgorithm-diff-xs-parl
libalgorithm-merge-perl libarchive-extract-perl libasanl libatomicl
libc-dev=bin libcé-dev libcgi-fast-perl libocgi-pm-perl libcilkrtaes
libclass-c3-perl libclass-c3-xs-perl libcloog-isld libopan-meta-perl
libcurl3-gnutls libdata-optlist-perl libdata-section-perl libdpkg-perl
liberror-perl libfakercot libfcgi-perl libfile-fontllock-perl libgoo-4.9-dev
libgompl libisll0 libitml liblog-message-perl liblog-message-simple-parl
liblsan0 libmodule-build-perl libmodule-pluggable-parl
libmodule-signature-perl libmpc3 libmpfrd libmro-compat-perl
libpackage-constants-perl libparams-util-perl libpod-latex-parl
libpod-readme-perl libguadmath( libregexp-common-perl
libsoftware-license-perl libstdo++-4.9-dev libsub-exporter-perl
libaub-install-perl libterm-ui-perl libtext-soundex-parl
libtext-template-perl libtimedate-perl libtinfo-dev libtsan0 libubsan0
linux-libc-dev make manpages-dev patch perl perl-modules rename

Suggested packages:
binutils-doc bzipiZ-doc cpp-doc goo=4.9-locales debian-keyring gt++-multilib
g¥+=4.9-multilib goo-4.9-doc libstdo++6-4.9-dbg goc-multilib autoconf
automake libtool flex bison gdb gee-doc geoo-4.9-multilib libgeel-dbyg
libgompl-dbg libitml-dbg libatomicl-dbg libasanl-dbg liblsan(-dbg
libtsanl-dbg libubsanl-dbg libecilkrtsS-dbg libguadmathl-dbg git-daemon-run
git=daemon-sysvinit git-doc git-el git-email git-gui gitk gitweb git-arch
git-cve git-mediawiki git-svn glibc-doc ncurses-doc libstdc++-4.9-doc
make-doc ed diffutils-doc perl-doc libterm-readlipe-gnu-perl
libterm-readline-perl-perl libb-lint-perl libecpanplus-dist-build-perl
libcpanplus-perl libfile-checktree-perl libobject-accessor-perl

Recommendad packages:
libarchive-tar-perl

The following NEW packages will be installed:
binutils build-essential bzip2 cpp cpp-4.9 dpkg-dev fakercot g++ g++-4.9 gco
goo=4.9 git git-man libalgorithm-c3-perl libalgorithm-diff-perl
libalgorithm-diff-xs-perl libalgorithm-merge-perl libarchive-extract-perl
libasanl libatomicl libe-dev-bin libeé-dev libegi-fast-perl libegi-pm-perl
libcilkrts5 libclass-ci-parl libclass-ci-xs-perl libcloog-isld
libcpan-meta-perl libeurli-gnutls libdata-optlist-perl libdata-section-perl
libdpkg=perl liberror-perl libfakerocot libfegi=perl libfile=fentllock=perl
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Fig.01: Install gcc and friends

Finally, install the kernel-package package too:
$ sudo apt-get install kernel-package

OR
$ sudo apt-get --no-install-recommends install kernel-package

Sample outputs:

veryviinstance-1:-$ sudo apt-get --no-install-recommends install kernel-package

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
bc docbook-xml docbook-x8l gettext intltool-debian libecrocold libglib2.0-0 libunistring0
libxml2-utils po-debconf sgml-base sgml-data xml-core xmlto xsltproc

Suggested packages:
docbook docbook-dsssl docbook-defguide dbtoepub docbook-xsl-doc-html docbook-xsl-doc-pdf
docbook-xsl-doc-text doecbook-xsl-doc docbook-xasl-saxon fop libsaxon-java libxalanZ-java
libxslthl-java xalan gettext-doc linux-source libmail-box-perl sgml-base-doc perlsgml
wi-recs opensp debhelper w3m lynx-cur links xmltex

Recommended packages:
autopoint libasprintf-dev libgettextpo-dev docbook-utils uboot-mkimage kernel-common
libglib2.0-data sharad-mime-info xdg-user-dirs libmail-sendmail-parl libpaper-utils zip

The following HEW packages will be installed:
bc docbook-xml docbook-xsl gettext intltool-debian kernel-package libecroco3d libglib2.0-0
libunistring0 libxml2-utils po-debconf sgml-base sgml-data xml-core xmlto xsltproc

0 upgraded, 16 newly installed, 0 to remove and 0 not upgraded.

Need to get 7,918 kB of archives.

After this operation, 34.5 MB of additional disk space will be used.

Do you want to continue? [¥/n]

Fig.02: Install utility for building Linux kernel

Download the Linux kernel source code

Type the following wget command:
$ wget https://cdn.kernel.org/pub/linux/kernel/v4.x/linux-
4.5.tar.xz

Sample outputs:

vivekf@dev.cybarciti.biz:~5(wget https://www.kernel.org/pub/linux/kernel/vd.x/linux=4.2.tar.
=-=2015=-09-09 10:25:29-- https:/ /www.kernel.org/pub/linox/kernel/v4.x/linux-4.2.t4r.X2
Resolving www.kernel.org (www.kernel.org)... 198.145.20.140, 149.20.4.69, 199.204.44.194,
Connecting to www.kernel.org (www.kernel.org)|198.145.20.140|:443... connected.

HTTP regquest sent, awaiting response... 200 OK

Length: 85507784 (B2M) [application/x-xz)

Saving to: ‘'linux-4.2.tar.xz’

linux-4.2.tar.xz 100% [===sessssssssssss====>] §1.55M 3I6.6MB/s in 2.28

2015=09=09% 10:25:32 (36.6 MB/8) = ‘linux-4.2.tar.xz" saved [B5507784/85507784]

vivekidev.cyberciti.bizi~3%

Fig.03: Use the wget to grab the latest source code from kernel.org

Use GnuPG to verify kernel signatures:
$ unxz linux-4.5.tar.xz



$ gpg --verify linux-4.5.tar.sign
Sample outputs:

gpg: assuming signed data in “linux-4.5.tar'
gpg: Signature made Mon 14 Mar 2016 04:35:48 AM UTC using RSA key ID 00411886
gpg: Can't check signature: public key not found

Get the public key from the PGP keyserver in order to verify the signature i.e. RSA key ID

00411886 (from the above outputs):
$ gpg --keyserver hkp://keys.gnupg.net --recv-keys 00411886

Sample outputs:

gpg: requesting key 00411886 from hkp server keys.ghupg.net
gpg: /root/.gnupg/trustdb.gpg: trustdb created

gpg: key 00411886: public key "Linus Torvalds " imported
gpg: no ultimately trusted keys found

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

Now verify again:
$ gpg --verify linux-4.5.tar.sign
Sample outputs:

gpg: assuming signed data in "linux-4.5.tar'

gpg: Signature made Mon 14 Mar 2016 04:35:48 AM UTC using RSA key ID 00411886
gpg: Good signature from "Linus Torvalds "

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: ABAF 11C6 5A29 70B1 30AB E3C4 79BE 3E43 0041 1886

If you do not “BAD signature” output from “gpg - -verify” command, untar the Linux kernel

tar ball using the tar command enter:
$ tar xvf linux-4.5.tar
$ 1s

$ cd linux-4.5

$ 1s

Sample outputs

linux-4.5/
linux-4.5/.get_maintainer.ignore
linux-4.5/.gitignore
linux-4.5/.mailmap

linux-4.5/COPYING

linux-4.5/CREDITS
linux-4.5/Documentation/
linux-4.5/Documentation/00-INDEX
linux-4.5/Documentation/ABI/
linux-4.5/Documentation/ABI/README
linux-4.5/Documentation/ABI/obsolete/
linux-4.5/Documentation/ABI/obsolete/proc-sys-vm-nr_pdflush_threads

linux-4.5/virt/kvm/async_pf.h
linux-4.5/virt/kvm/coalesced_mmio.c
linux-4.5/virt/kvm/coalesced_mmio.h
linux-4.5/virt/kvm/eventfd.c
linux-4.5/virt/kvm/irqchip.c



linux-4.5/virt/kvm/kvm_main.c
linux-4.5/virt/kvm/vfio.c
linux-4.5/virt/kvm/vfio.h
linux-4.5/virt/1ib/
linux-4.5/virt/1lib/Kconfig
linux-4.5/virt/lib/Makefile
linux-4.5/virt/1lib/irqgbypass.c

linux-4.5

arch crypto include kernel net security
block Documentation init 1ib README sound
certs drivers ipc MAINTAINERS REPORTING-BUGS tools
COPYING firmware Kbuild Makefile samples usr
CREDITS fs Kconfig mm scripts virt

Configure the Linux kernel

First, copy your existing Linux kernel config file
$ cd linux-4.5
$ cp /boot/config-$(uname -r) .config

To configure the kernel, run:
$ make menuconfig

Sample outputs:

veryviinstance-1i=/linux=-4.25 make menoconfig
BOSTCC wscripts/basic/fixdep
HOSTCC wscripts/kconfig/moonf.o
SHIFPED scripts/kconfig/zconf.tab.c
SHIFPEDP scripte/kconfig/zconf.lex.c
SHIFPED scripte/kconfig/zconf.hash.e
BOSTCC scripta/kconfig/zoonf.tab.o
soripte/koonfig/lxdislog/checkliat.o
HOSTCC soripta/kconfig/lzdialogfutil.o
HOSTCC wscripts/kconfigflxzdialog/inputbox.o
HOSTCC scripte/kconfigslzdialog/textbox.o
BOSTCC scripts/kconfigslzdialog/yesno.o
BOSTCC scripte/keconfigslxdialog/menubox.o
HOSTLD scripts/kconfig/mocont
scripta/kconfig/meconf Keonfig

Fig.04: Starting menuconfig
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Fig.05: Select Linux kernel config options and drivers to build
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Gallery 01: Click to enlarge

WARNING: It is easy to remove support for a device driver or option and end up with a broken
kernel. For example, if the ext4 driver is removed from the kernel configuration file, a system may
not boot. When in doubt, just leave support in the kernel.

Make sure you save the changes before exit from menuconfig.

Compile the Linux kernel

You need to clean the source tree and reset the kernel-package parameters, type:
$ make-kpkg clean

Sample outputs:

veryviinastance-1:-/linux-4.25 make-kpkg clean
exec make kpkg version=13.0l4+nmul -f Sfusr/share/kernel-package/ruleset/minimal.mk clean
=s==== making target minimal clean [new preregs: |======
is kernel package version 13.014+nmul.
| =f .config || cp -pf .config config.precious
| =a stamp-building || rm -f stamp-building
| =f Makefila || %
make ARCH=x86_ 64 distclean
: Entering directory '/home/verywv/linux-4.2'
scripta/basic
scripta/keconfig
include/config inelude/generated
config .config.old
make[l]: Leaving directory '/home/veryv/linux-4.2'
test | -f config.precious || mv -f config.precious .config
rm -f modules/modversions.h modules/ksyms.ver scripts/cramfs/cramfack scripts/cramfs/mkcramf
- ]

Fig.06: Run make-kpkg command

Now, you can compile the kernel, run:

$ fakeroot make-kpkg --initrd --revision=1.0.NAS kernel_image
kernel_headers

To speed up the compile process pass the - j option (-j 16 means you are using all 16 cores to
compile the Linux kernel):

$ fakeroot make-kpkg --initrd --revision=1.0.NAS kernel_image
kernel_headers -j 16

Sample outputs:



veryviinstance=li=/linux=4.25 fakeroot make=kpkg ==ioitrd ==-revision=l.0.HAS kerosl image kernel headers
exec make kpkg version=13.014+nmul =f fosr/share/keroel=package/roleset/minimal.mk debian DEBIAN REVISION=]
{l.¥NAE TIWITRD=YES

Thia 13 kernel package werslon 13.014+nmul.

tegt —-d debian || mkdir debian

tegt | -a stemp-building || rfm -f stamp-building

install =p =m 755 fusr/share/kernel-=package/rules debian/rules

for fileg in Changelog <Control Control.bingé config templates.in rules; do

cp —-f Jfuer/shara/kernel-packagers§file ./deblan/;
done
ap: cannot atat ! Jfuerfshare/kernel-package/Chengelog’: Mo such file or directory
for dir in Config docs examples ruleset scripts pkg poy do
cp =af fusrfshare/kernel-package/$dir ./fdebian/;
dong
tast -f debianscontrol || sed -a 'af=Vi4.2.0/g9"
af=0/1.0.HMA8/g" -8 "s/=hfamdGdlg’
"'.

Ill. g’ a}
‘s/=M/Unknoyn Keroel Fackage Maintainer <unknowmiuvnconfigured.in.etc.kernel=pkg.conf>/g’

Fig.07: Start compiling the kernel

The fakeroot runs a command called make-kpkg in an environment wherein it appears to have root
privileges for file manipulation. This is useful for allowing users to create archives (tar, ar, .deb etc.)
with files in them with root permissions/ownership. The make-kpkg command build Debian/Ubuntu
kernel packages from Linux kernel sources and options are:

* --1initrd : Create an initrd image.

* --revision=1.0.NAS : Set custom revision for your kernel such as 1.0.NAS or -1.0-
custom-kernel etc.

« kernel_image : This target produces a Debian package of the Linux kernel source image,
and any modules configured in the kernel configuration file .config.

* kernel_headers : This target produces a Debian package of the Linux kernel header
image.

Please note that kernel compilation may take quite a while, depending on the power of your
machine. On my shared 4 CORE CPU and 4GB ram it took 60 mins to build the Linux kernel. In
the end you should see something as follows on screen:

test ! -e debian/control~ || rm -f debian/control~

dpkg-gencontrol -isp -DArchitecture=amd64 -plinux-headers-4.5.0 \
-P/root/linux-4.5/debian/linux-

headers-4.5.0/

dpkg-gencontrol: warning: -isp 1is deprecated; it is without effect

create_md5sums_fn () { cd $1 ; find . -type f ! -regex './DEBIAN/.*' ! -regex

'./var/.*' -printf '%P\@' | xargs -r@® md5sum > DEBIAN/md5sums ; if [ -z

"DEBIAN/md5sums" ] ; then rm -f "DEBIAN/md5sums" ; fi ; } ; create_md5sums_fn

/root/linux-4.5/debian/linux-headers-4.5.0

chown -R root:root /root/linux-4.5/debian/linux-headers-4.5.0
chmod -R og=rX /root/linux-4.5/debian/linux-headers-4.5.0
dpkg --build /root/linux-4.5/debian/linux-headers-
4.5.0

dpkg-deb: building package "linux-headers-4.5.0' in °../linux-headers-
4.5.0_1.0.NAS_amd64.deb'.

cp -pf debian/control.dist debian/control

make[2]: Leaving directory '/root/linux-4.5"

make[1]: Leaving directory '/root/linux-4.5'



Verify kernel deb files:

$ 1s ../*.deb
../linux-headers-4.5.0_1.0.NAS_amd64.deb

Installing a custom kernel

Type the following dpkg command to install a custom kernel on your system:
$ sudo dpkg -i linux-headers-4.5.0_1.0.NAS_amd64.deb
$ sudo dpkg -i linux-image-4.5.0_1.0.NAS_amd64.deb

Sample outputs:

Selecting previously unselected package linux-image-4.5.0.

../linux-image-4.5.0_1.0.NAS_amd64.deb

(Reading database

Done.

Unpacking linux-image-4.5.0
Setting up linux-image-4.5.0

Hmm.
However,
Therefore,

Hmm.
However,
Therefore,

Running depmod.

I can not read it:

251501 files and directories currently installed.)
Preparing to unpack linux-image-4.5.0 1.0.NAS amd64.deb
Examining /etc/kernel/preinst.d/

(1.0.NAS)
(1.0.NAS)

Examining /etc/kernel/postinst.d.

run-parts:
run-parts:
run-parts:
update-initramfs:
run-parts:

executing /etc/kernel/postinst.
executing /etc/kernel/postinst.
executing /etc/kernel/postinst.
Generating /boot/initrd.
executing /etc/kernel/postinst.

Generating grub configuration file

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

Found linux image:

Found initrd image:

done

/boot/vmlinuz-4.5.0

/boot/initrd.img-4.

/boot/vmlinuz-4.4.4

/boot/initrd.img-4.

/boot/vmlinuz-4.4.2

/boot/initrd.img-4.

/boot/vmlinuz-4.4.0

/boot/initrd.img-4.

/boot/vmlinuz-4.3.0

/boot/initrd.img-4.

/boot/vmlinuz-4.2.5

/boot/initrd.img-4.

/boot/vmlinuz-4.2.0

/boot/initrd.img-4.

Reboot the box/server/laptop

Type the following command:

$ reboot

There is a symbolic link /lib/modules/4.5.0/build
No such file or directory
I am deleting /lib/modules/4.5.0/build

The package shipped with a symbolic link /lib/modules/4.5.0/source
I can not read the target: No such file or directory
I am deleting /lib/modules/4.5.0/source

d/apt-auto-removal 4.5.0 /boot/vmlinuz-4.5.0
d/dkms 4.5.0 /boot/vmlinuz-4.5.0
d/initramfs-tools 4.5.0 /boot/vmlinuz-4.5.0
img-4.5.0

d/zz-update-grub 4.5.0 /boot/vmlinuz-4.5.0



OR
$ shutdown -r now

Verify that everything is working

Type the following command to verify your new kernel and everything is working fine:
$ uname -a

$ uname -r

$ uname -mrs

$ dmesg | more

$ dmesg | egrep -i --color 'error|critical|failed'

Sample outputs:

Linux nas@2.nixcraft.net.in 4.5.0 #1 SMP Mon Mar 21 05:25:25 UTC 2016 x86_64
GNU/Linux

And, there you have it, the Linux kernel version 4.4.4 installed and working correctly.
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